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1 APPLICATIOBVERVIEW

1.1 INTRODUCTION

As of July 1, 2008, California Penal Code Section 12072(f)(1) prohibits all Federal

Firearms Licensees (FFLs) from shipping firearms to an FFL in California unless, prior to

delivery, the FFL intending to deliver, sell or transfer the firearm obtains a verification

approval number from the California Department of Justice (CADOJ) Bureau of

Firearms. This includes transfers that occur at gun shows. The verification approval

number, which the Bureau of Firearms provides in a Firearms Shipment Approval letter,

confirms that the intended recipient of the firearm shipment is properly licensed and

|l isted in the statebs database of persons/ entiti
If the intended CA FFL recipient is not listed inthestate6 s dat abase, the transa
result in a Do Not Ship letter, and it is a crime for the intended recipient to receive the

firearms (Penal Code Section 12083(c)(1)).

The Bureau of Firearms offers impacted FFLs an Internet application called the
California Firearms Licensee Check (CFLC) that is available 24 hours a day 7 days a
week to obtain Firearms Shipment Approval letters. The CFLC application provides
firearms shippers the ability to self enroll as users of the CFLC application and maintain
their enroliment information. Once enrolled, CFLC application users can request a
firearms Shipment Approval letter as required by California law.

This CLFC application User Manual contains detailed instructions for enrolling in the
CFLC Internet application and requesting Firearms Shipment Approval letters.

1.2 DEFINITION®CRONYMRNDABBREVIATIONS

Term/Acronym Definition

BOF Bureau of Firearms

CFLC California Firearms Licensee Check

CL Centralized List

CL# Centralized List Number. A five digit number that uniquely

identifies a Firearms Dealer, Firearms Manufacturer, or Exempt
FFL in the Centralized List.

CADOJ California Department of Justice

FFL Federal Firearms License or Federal Firearms Licensee

Listee Refers to any or all Firearms Dealers, Firearms Manufacturers, or
Exempt FFLs in the Centralized List.

PDF Portable Document Format. The file type used for manual.

Pop-up window (pop-ups) | An additional web browser window opened by a main page.

1.3 CONVENTIONSSED IN THIBOCUMENT

Error recovery technigues or features that could be missed are highlighted with the
pointer symbol. ﬁ
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To highlight a button or other control, we show a picture of the application page with only
the control relevant to the instruction highlighted.

1.4 PRINTING

All printing from the CFLC application will be to your local printer. Please refer to the
instructions that came with your printer.

1.5 TECHNICAREQUIREMENTS

The CFLC application is intended to work with most standard personal computers. The
personal computer must be outfitted with a web browser that meets the following
minimum standards:

e Internet Explorer 6.0 or higher
e Mozilla Firefox 1.1 or higher

If your web browser blocks pop-up windows (pop-ups) it is necessary to add the CFLC
application server to the list of sites for which pop-ups are allowed.

1.6 NAVIGATIOMATHIN THEFLCAPPLICATION

The CFLC application is a web based application. This means that it is accessed
through your web browser in the same manner that you would access any web site.

However, there is one important distinction between web sites and web applications
concerning the use of the browser navigation buttons. The browser navigation and
refresh buttons, as shown in Figure 1, should not be used to navigate within the CFLC
application.

Figure 1 Browser Navigation Buttons

<3 Java Web Security - Logon to

F File Edit Wew Favorites Toaol

Instead, uset he CFLC application menus and buttons t ha
pages, as shown in Figure 2.

Figure 2 CFLC Navigation Buttons
Back || submit || Refresh || Main Menu
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1.7 IF THEBROWSERRASHES

Browsers can terminate unexpectedly for various reasons such including power failures
and operator error. This section describes how to recover if the browser closes while
you are using the CFLC application.

e If the browser closes unexpectedly while you are viewing the main menu page, the
enroll ment page, a search pagamowoislosti ewi ng
and no recovery is needed.

o If the browser closes unexpectedly while you are enrolling or updating your enrollee
information, unsaved changes will be lost. Log into the application and confirm that
your changes were stored. If the changes you entered were not stored, you will have
to enter them again.

1.8 SESSIONIMEQUT

For security reasons, if the CFLC application does not detect any activity for 15 minutes,
the message shown in Figure 3 will display on the Log In to CFLC page. You must log
back into the CFLC application.

Figure 3 CFLC Session Timed Out Message -
f* Officeof the ST CORTE

; Attorney General

S5tate of California « Departmant of Juitice « Edmund G. Brawn e, Atterney Genaral
AG HOME PAGE CONTACT US HELF
* Indicates Required Fleld March 05, 2000

@ Your session has timad out

Log In to California Firearms Licensee Check (CFLC)

1.9 SHUTTIN®OWN THEFLQ APPLICATION

To exit the CFLC application, click LOGOFF as shown in Figure 4. You are logged out
of the CFLC application and the Log In to CFLC page displays. Close the Internet
Browser, if desired.

Figure 4 Log Off

State of California « Department of Justice « Edmund G. Brown Jr., Attorney General

AG HOME PAGE CONTACT Us HELP
* Indicates Required Field User. | Mal Nl
March 2009
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1.10 CoNTAClJs

1. To find information about contacting the DOJ Bureau of Firearms, click CONTACT
US, as shown in Figure 5. The DOJ contact information shown in Figure 6 will be
displayed.

Figure 5 Contact Us
State of California = Deatment of Justice « Edmund G. Brow~. Jr., Attorne* General
AG HOME PAGE CONTACT US HELP LOGOFF
* Indicates Required Field ser. | March 10, 2009

2. Click Close to remove the Contact Us information from the screen.

Figure 6 Contact Us Information

CLOSE [X]

Contact Us

If you have any questions or are experiencing problems using the
California Firearms Licensee Check system (CFLC) please refer to the
Frequently Asked Questions page or contact us.

By phone:

Bureau of Firearms

Firearms Licensing and Permits Unit
(916) 263-4887

By email.

Note: this link will open an email window if you have a mail service
configured for use with your browser.

dojcflc@doj.ca.gov

Frequently Asked Questions (FAQ) page:

Note: the page will open in a new window.
FAQ pageE-

Close x|

March 2009
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1.11 CFLCAPPLICATIOSITESECURITY

For security, the CFLC application is located on a secure website. Each time you
attempt to go to the CFLC application after entering the CFLC website address, a
Security Alert page displays as shown in Figure 7.

This certificate is needed to turn on the encryption for the CFLC website.

1. Click the fivesobutton to proceed to the CFLC Login page.

Figure 7 Security Alert Page

Secunty Alert

gy
Vi
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2 NEWENROLLEES

2.1 ENROLLING ®FLC

1. Enter the following CFLC website address in the recommended Internet browser.

The CFLC application Login page is displayed as shown in Figure 8.

https://lwebapps.doj.ca.gov/cflc/

When the Log In to CFLC page displays you may see a special message about the

CFLC application in red text near the top of the page when appropriate. This

message will give you information about topics such as when the system will be

unavailable for maintenance or when new features have been added.

2. Sel ect the 6denrol |l

CFLC?. The application will display the CFLC Enrollment Guidelines page as

shown in Figure 9.

in CFLCO

Figure 8 CFLC Login Page

nk at

fj -':;:-'ﬁ. Office of the
Attorney General

o
e

Not yed enrolbed in CFLCT

State of California = Department of Justice =
AG HOME PAGE
* Indicates Required Field

CHE T CONTENT
INTEN

Edmund G, Brown Jr., Attorney General
CONTACT US  HEEP

Enrofled CFLC users

I you havee neod already enrolled, p'n@

*Login 1D (frst 3 sad last 5 dits o FFL pmbe

D11 - o[ ]
»n

1- 3000 - 30 - i - (92346

li Fangol Pasiwerd? D ingrgciions]

ufiona ooy onoe. Wuliple chols wil dely processng
Submit || Claar Form |

b Intemet

March 05, 2009

Log In to California Firearms Licensee Check (CFLC)
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2.2 REVIEWINGFLCENROLLMENGUIDELINES

e If you have all of the required information, press the Continue button. The
application will display the Enroll in CFLC page shown in Figure 10.

e |f you do not have all the required information, press the Cancel button. The
application will return you to the CFLC Login page.

Figure 9 CFLC Enrollment Guidelines Page

- OfﬁCEafrﬁf K T0 CONTENT
Attorney General

AG HOME PAGE CORNTACT US HELP
March 05, 3009

CFLC Enrollment Guidelines

iou will need the foliowing information from your valid Federal Firearms License (FFL)

¥ Name of Businessindividual'corporalion

¥ FFL expiration dale or date from the Letler of Continuing Authorization (LOA) [Lga mfarmation]
¥ Physical address

¥ Business e-mail agdness

v Telephone number

¥ Facsimile number (if applicable)

v Name of 8 contact person (The contad person's name appears on Mg Firearms Shipment Approval lefer pensdated by
CFLC

I you have 3 the required information, please press the "Continue” Dulton 1o proceed

Cancel || Contnue |

March 2009
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2.3 ENTERING THE VERIAION CODE

1. Enter the Verification Code.

The letters displayed are generated by CAPTCHA and displayed in different fonts in
a distorted format. The code must be entered exactly as shown, including one space
between the two parts of the code.

For additional information about the verification code and CAPTCHA, you can select
one of the three (3) questions displayed to the right of the verification code box. The
application will display the About Our Use of CAPTCHA page with answers to the
guestions shown in Figure 11.

Figure 10 Enrollment Page

Office of the e

Attorney General

: State of California s Department of Justice = Edmund G. Erown Jr., Attorney General
AG HOME PAGE COHTACT U5 HELP
* Indicates Required Field March 05, 2009

Enroll in California Firearms Licensee Check (CFLC)

Type the verification code shown below in the text field beneath .
Enter the code exactly as shown, induding one space between the two
parts of the code.

" Business Hame Enrolles Bxp Date (LOW) what i gn 1087
|

* Federal Firearms Licensea FFL Type “FFL Exp Date
-

* Physical Address City State -

|

* Business Emaid Address

" Confirm Business Email Address * Tehaphone *Fax Machine? "Fax
[ | ® e O ma
----- 5 FITIINN toemas FINIZTTIIS
*Contact Person Last Name *Contact Person First Mame
| I
Submik Clear Cancel
March 2009
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2. After reviewing this information about CAPTCHA, click Close to return to the Enroll in
CFLC page.

Figure 11 About Our Use of CAPTCHA Page
CLOSE [X] =

About Our Use of CAPICHA

Will | have to type a verification code every time | log in to this system?
Mo. We only require this verification code during the enroliment process.

Why are you requiring a verification code (CAPTCHA)?

Verification Codes help prevent unwanted spam from automated programs or
"bots™ written to generate spam

CAPTCHA is a security tool that can tell whether the user is human or a b
computer. No computer program can read distorted text as well as humans can,
50 bats cannot navigate sites protected by CAPTCHAS.

If you're not sure what the code is, make your best guess. If you're incorrect,
you'll get another chance to enter a different code.

What if | can’t see the characters?
Vision Impaired users

If you were unable to view the verification code characters on the enrollment
page due to reduced vision or vision impairment, please click on the [ER audio
link in the ReCaptcha box to hear a set of digits that can be entered instead of
the wvisual challenge.

March 2009
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2.4 ENTERINGNROLLEENFORMATION

Information for each mandatory field must be entered. Mandat ory fi el ds have
their immediate left.

1.

2.

10.

11.

Enter your Business Name.

Enter your FFL Number. FFL Types 03 and 06 are not allowed to enroll in the CFLC
application.

Enter the FFL Expiration Date. The FFL Expiration Date must be a future date
unless you are operating under an ATF LOA extension and a valid Enrollee
Expiration Date is entered as described in number 4 below.

If you are currently operating under an ATF LOA extension, enter an Enrollee
Expiration Date. This must be a future date and cannot be more than 6 months later
than the current date.

Enter the Physical Address information. It cannot be all numbers.

Enter the Zip Code. The City and State values will be determined by the Zip Code
entered and populated by the application.

Enter a Business Email Address and enter it again to confirm it. The email address
must contain an fi@ocharacter. An email address is required for self-enrollment. If
you do not have one, contact DOJ to have a representative enroll you in the
application.

Enter a Telephone Number and Fax Number. The Area Code and Phone Prefix
cannot be all zeroes. If the business does not have a fax machinethens el ect @A No 0
for the d&~ax Machine?boption and leave the Fax Number field left blank.

Enter the First and Last Name of a primary contact person for the business. This
name will be shown on the Firearms Shipment Verification letter (see Section 4.3,
Figure 31).

Click the fSubmitobutton. The CFLC application will validate Enrollee information.
Correct information as directed by the application error messages.

You may also click the fClearobutton and re-enter requested information or click the
fiCancelobutton to return to the Login to CFLC page.

March 2009
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2.5 VALIDATINENROLLMENNFORMATION

The FFL number entered on the Enroll in CFLC page will be validated by the CFLC
application and the Pending CFLC Enrollment Confirmation page will be displayed.

e If the FFL number is valid, continue to Section 2.6 Confirming Enrollment
Information.

o If the FFL number is not validated, you will not be allowed to enroll. The following
message will be displayed, AFFL Number is Invalid, please v
entered correctly or check with ATF regarding
any information, select the Edit button. The application returns to the Enroll in CFLC
page. You must enter another verification code and then make any changes.

2.6 CONFIRMNGENROLLMENNFORMATION

Once the CFLC application has validated the Enrollee information, the application will
display the Pending CFLC Enrollment Confirmation page as shown in Figure 12.

1. Review the Enrollee information.

¢ If the information is correct, select the checkbox at the bottom of the page to confirm
the information submitted for enroliment in the CFLC application is correct, then click
the fSubmitobutton to complete the confirmation.

e If there is incorrect information, click the fEditobutton to return to the Enroliment
page or the cancel button to cancel the enrollment activity. The application returns to
the Log In to CFLC page. You must enter another verification code and then make
any changes.

Figure 12 Enrollment Confirmation Page

Officeof the g
Attorney General

F ]
AG HOME PAGE CONTACT UE  HELP
" Indicates Required Field March 05, 2009

Pending CFLC Enrollment Confirmation

Business Nama LOA Exp. Date

Federal Firearms License FFL Type Expiration Date
T¥PE 01 DEALER IN FIREARME 05012009

Physial Address ity State hp
SACRAMENTD CA

Business Emad Address Tedephone Fax

Contact Person Last Name Contact Person First Name Edit

*Ijwe confirm that the above information submitted for enroliment in the CFLC System is correct. [

submit || Cancal

March 2009
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2.7 ACKNOWLEDSGTHEENROLLMENT

Once the confirmation has been submitted, the application will display the Pending
CFLC Enrollment Confirmation/Acknowledgement page containing three statements that
must be acknowledged to complete the enroliment of the Firearms Shipper in the CFLC
application as shown in Figure 13.

1. Select the checkbox at the bottom of the page to acknowledge the three statements
displayed.

Figure 13 Enrollment Confirmation/Acknowledgement Page

Office of the e
Attorney General

; State of California = Department of Justice = Edmund G. Brown Jr., Attorney General
AG HOME PAGE COHTACT UE HELP
March 05, 2000

Pending CFLC Enrollment Confirmation

& Caifornia lw requires a unigue Department of Justice (DOJ) verification number to be obtained for each
and every shipment of firearms to a Calfornia Federal Frearms Licensee (FFL).

& Whenever a verification number & ssued approving a shipment of frearms to an FFL in California, that
venficabon number must be provided to the recpent FFL along with the frearms shpment. IF the
ntended Calfornia FFL recipient & pot ksted i the DOY's database, the transaction vl resuk in a Do Not
Ship Letter, and t & a cme for the ntended reapent to recene the frearms. (Penal Code § 12083
subd. (e){1).}

& [t & unlawfid to ship frearms to an FFL n Calfornia who s not ksted on ether DOY's Centralzed Lst of
frearms dealers or DOX's Centralzed List of exempt FFLs. (Penal Code § 12083, subd, (d)(1).)

*1{we acknowledge that we have read the above statements, [
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When the acknowledgement check box is selected, the application will display your
CFLC User ID which is the first 3 and last 5 digits of your FFL Number. It will also display
fields to enter and confirm your Password as shown in Figure 14.

2. Enter a Password and then re-enter it. Passwords must contain 8 characters with
one upper case letter, one lower case letter and one number.

3. Click the fiSubmitobutton to complete the enrollment and the Login page is displayed
with a confirmation message as shown in Figure 15.

4. You may also click the ACanceldbutton at any time to cancel the enroliment.

Fure 14 Enrolliment Acknowledgement page with User ID and Passwords

7 OfﬁCEaf the T Y COERT
il A Attorney General

State of Calilornia « Department of Juitice « Edmund G, Brown Jr., Allorney General
AG HOME PAGE CONTACT US HELP
March 05, 2005

Pending CFLC Enrollment Confirmation

& Calfornia law requires a unique Departrent of Justice (DOT) venfication number to be obtaned for each
and every shipment of firearms to a Calfornia Federal Frearms Licensee (FFL).

A Whenever a verficabon number is ssued approvng a shpment of frearms to an FFL n Calfornia, that
verficaton number must be provided to the recpient FRL along with the frearms shipment. I the
ntendad Calfornia FFL recpeent 5 pot ksted n the DOD's database, the transaction vl resuk n 2 Do Not
Ship Letter, and £ & a crime for the ntended recpent. to recewe the firearms. (Penal Code § 12083
subd. {c)(1).)

A1t s unlawful to ship frearms to an FFL n Calfornia wha & not ksted on ether DOT's Centrakeed List of
frearms dealers or DOX's Centralized Lst of exempt FFLs. (Penal Code § 12083, subd, {d)}{1).)

“1fwee acknowlsdge that we have read the above statements, [©

Your CFLC UseriD is

I firsk 3 and el S digs of your FFL nomber
Establsh Password
* Pasyword * Re-enter Password

Passwiard fomrnat:

« must ba 8 charatters

» must contan at least one uppercase
alpha (A-Z)

« must contan at least one lowercase
alpha (a-z)

= st contan at least one numarc
charactar

» spacial characters are optianal but
recommended

March 2009
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You may now log in to CFLC using your Logon ID (first 3 digits and last 5 digits of your
FFL number) and the password you entered in Section 2.7. Refer to Section 3.1
Logging in to CFLC for additional information.

Figure 15 Login page with Enrollment Confirmation message

f.r"“’hl Ofﬁce ﬁ:ffﬁf KB TD CONTENT =
il Attorney General

AG HOME PAGE : CONTACT Us HEEP

* Indicates Required Field March 05, 2009

Log In to California Firearms Licensee Check (CFLC)

Nat yot anrolled in CFLC?
I you harew nod already enrolied please | ENROLL IN CFLG

Enrolled CFLC users W Login snd Paassoed inlo w1z

*Lowgin 1D firat 3 and laad 5 diigits of FFL ramber
[ s~ -
1-23 S0 - W0 - WX - (2345
* Password

Farged Password? [View ingructipng

Pease Chi Butions poly once "_._'.'1': i Wl de aY [rOCESING
Submit || Clear Form |

[ I | | el Interret + 100% =

2.8 ENROLLMENACKNQVLEDGEMENEMAIL

After completing the enrollment process, the CFLC application will send an email
message containing the Login ID and Password entered to the Business Email Address
entered during enrollment as shown below in Figure 16.

) Figure 16 Email Message with Login ID and Password
From: California Firearms Licenses Check Systen <cflc@doj.ca.gov = SI2712008 4:08 PM
To: DOICFLC PO _FDLDOMCIBFD@do).ca goy
Subject: Mew CFLC Accounk

Kour new CFLC account has been created.

‘four Lagin IDvis: 15400102
our Password is: DOJcflez

This is a system generaked e-mail. Do not reply,

March 2009
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3 LOGGING IN TOFLGONCE ENROLLED

3.1 LOGINGINTOCFLC

You must have already enrolled in CFLC to log in. Enrollment instructions are detailed in
Section 2.1 Enrolling in CFLC.

1. If you are not already at the CFLC Login Page, enter the following CFLC website
address in the recommended Internet browser. The CFLC application Login Page is
displayed as shown in Figure 17.

https://webapps.doj.ca.gov/cflc/
2. Enter your User ID and Password and click the fiSubmitdbutton. Note that the Login

ID is the first 3 and last 5 characters of your FFL Number. The CFLC Main Menu
page is displayed as shown in Figure 18.

Figure 17 CFLC Login Page

March 2009
Page 19 of 56



